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IHOJIOKEHME O 3AIIUTE MEPCOHAJIBHBIX JIAHHBIX
B TOCYJIapCTBEHHOM OIO/IP)KETHOM IPodecCHOHATFHOM 00pa30oBaTeIbHOM
yupexaeHnu CTaBponoJibcKoro Kpas
«CTaBpoI0/IbCKOE YUMIIHINE OJIMMITHHCKOTO pe3epBa (TEXHUKYM )

. (masree — CYOP)

1. O0mue moJ10KeHu s

1.1. Tlomoxenuwe o 3amure MnepcoHanbHBIX JaHHBIX B CYOP (mamee —
PaGoronarens) paspaboraHo B cooTBeTCTBHHM ¢ DenepaibHBIM 3aKOHOM OT
27.07.2006 Ne 152-03 u MHBIMM HOPMATHBHO-TIPABOBEIMH akKTaMHu B 00JacTh
3al0UThI IEPCOHAIBHBIX NaHHBIX, JEUCTBYIOIIMMHU Ha TeppuTopun Poccun.

1.2. Ilenp wnacrosimero IlonmoxxeHuss —3ammra MEePCOHANBHBIX JAHHBIX
pabotauxoB CYOP ot HECaHKLIMOHUPOBAHHOI'O ocTyna u
pasrialieHus, MPeIOTBPAIleHNe U BbISBIEHHE HAPYLIEHUH 3aKOHOAaTenbcTBa PO,
YCTpaHEHME NOCIEACTBUN TaKUX HAPYLICHUH.

1.3. B nensix Hacrosiuiero [lomoxenus:

e IIOJ IepcoHalbHbIMU AaHHbIMU (manee —I1J]) .moHmmaercs mobas
UH(pOpMaIHs, TIPSMO MM KOCBEHHO OTHOCSIIASCA K CYyOBEKTY IEPCOHAIBHBIX
JAHHBIX;

o 1oj yrposamu 6e3onacuoctu [1J] moHMMaeTcss COBOKYIMHOCTD YCIOBHI
U (PaKTOPOB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHHPOBAHHOIO, B TOM YHCIIE
CIIy4aiiHOTO, JOCTYIIA K NEPCOHAJIBHBIM JaHHBIM, Pe3yJbTaTOM KOTOPOr0 MOTYT
CTaTh YHUUTOXKEHHUE, U3MEHEHHE, 6J10KUpOBaHMeE, KOIMPOBaHUE,
[pEeNOCTaBIIEHUE, PAaclpOCTpaHEHUe MEepPCOHANbHBIX AAHHBIX, a TaKXKe WHbIE
HeIpaBOMEpHbIe JEHCTBUS NpU UX 00paboTke B MHPOPMAIIMOHHON CHUCTEME
TIepPCOHANBHBIX JJAHHEIX; ’



e TIMOJX YypoBHeM 3aumieHHocTd [IJ[ moHuUMaeTcss KOMIUIEKCHBIN
noKazaTeNlb,  XapaKTEepU3YIOMMK  TpeOOBaHWs,  HWCMOJHEHHE  KOTOPBIX
obecrmieunBaeT HEUTpaIU3alMIO ONpeAeSeHHbIX yrpo3 6e3omacHocty [1/] npu nx
00paboTKe B MHPOPMALIMOHHOHN CUCTEME.

1.4. Hacrosiee [Tonoxenune u W3MEHEHMUS K HEeMY
yTBepkaarotcs gupektopom  CYOP u BBomsTcs mpumkazom. Bcee paboTHukm
JOJKHBI OBITH O3HAKOMJIEHBI IIOJ NOANKUCH ¢ JAaHHBIM [lonoxeHueMm wu
U3MEHEHHUSIMU K HEMY.

1.5. Hacrosimee [lonoxxenue Betynaet B cuny ¢ 01.09.2022 r.

2. 3ammuTa NepcoHaNbHbIX JaHHBIX

2.1. Pa6oronarenn MPYHAMAET CIIeYIOIIHe MepbI 110 3attuTe 11/1:

_ 2.1.1. Ha3HaueHue IMIa, OTBETCTBEHHOro 3a o6paborky IIJI, xortopoe
OCyllecTBIsieT opraHm3amiio obpadotkm 1], ob6yueHWe U WHCTPYKTAX,
BHYTPEHHHI KOHTPOJIB 32 cOOII0IeHAeM paboTHIKAMHK TpeboBaHui K 3amute [1]1.

2.1.2. Pa3zpaboTka MONUTHUKHU B OTHOLIEHUU 00paboTku [1]1.

2.1.3. Ycranosnenue npasui pocryna k [1/], obecrneuenue peructpauuu u
ydera Bcex AeucTBui, coBepiuaemsix ¢ [1]1.

2.1.4. YcraHOBIEHHE WHIAVWBUAYAIBHBIX MapoJiell AOCTyMa COTPYIHUKOB B
MH(OPMAIMOHHYIO CHUCTEMY B COOTBETCTBUM C WX TPOU3BOJCTBEHHBIMHU
00s13aHHOCTSIMH.

2.1.5. IlpumeHeHre NpOLIEAIIMX B YCTAaHOBJIEHHOM TMOPSAKE MPOUENypy
OLIEHKH COOTBETCTBUS CPECTB 3alIUTHI HH(OPMAIIHH.

2.1.6. CeprudunupoBaHHOE aHTUBUPYCHOE MPOTPaAMMHOE OOecledYeHue ¢
peryJisipHO OOHOBJISIEMbIMU Oa3aMHU.

2.1.7. Cobmonenue ycioBHM, OOECTEYMBAIOMINX COXpaHHOCTE [1JI wu
UCKJIIOYAIOIINX HECAHKIIMOHUPOBAHHBIN K HUM JOCTYTI.

2.1.8. O6Hapy>xeHHe (paKTOB HECAHKIIMOHUPOBAHHOIO gocTyma k TT]1.

2.1.9. Boccranosnenue [IJI, MOOMPUIMPOBAHHBIX WM YHHYTOMKEHHBIX
BCJIEICTBUE HECAHKLIIMOHUPOBAHHOIO IOCTYyTa K HUM.

2.1.10. - ObyueHue pabOTHHUKOB, HEMOCPEACTBEHHO OCYILIECTBISIOIMX
obpabotky I1J], monoxenusM 3akoHOmaTeNbcTBA PD 0 MEPCOHATBHBIX JAHHBIX, B
TOM 4Hcae TpeOOBaHUSAM K 3allUTe MEPCOHAIBHBIX JAHHBIX, JOKYMEHTAM,
ONpeNeNsIoIUM  NMONUTHKY PabGoTomarens B oTHomenmn ob6paGorkn 1],
JIOKaJIbHBIM aKTaM I10 BOIpocaM 00padOTKU MEPCOHANBHBIX TaHHbIX.

2.1.11. Ocy1ecTBieHre BHYTPEHHETO KOHTPOJIS ¥ Ay/IUTA.

2.1.12. Onpenenennie Tuna yrpo3 6€30MacHOCTH W YPOBHEM 3aIIUIIEHHOCTH
[1/], xoTophIe XpaHsATCS B UHPOPMAITMOHHBIX CUCTEMAX.

2.2. Yrpo3sl 3alUIIEHHOCTH MEPCOHATBHBIX JAHHBIX.

2.2]1. Vrpossl mepBoro Tuma. B cHCTEMHOM MpPOTPAMMHOM oGecreyeHnr
UH(QOPMAIIOHHOM CUCTEMBI €CTh (DYHKIIMOHAIBHBIE BO3MOXKHOCTH ITPOTPAMMHOIO
obecrieueHUs, KOTOpble HE yKa3aHbl B OMUCAHWU K HEMY JIMOO He OTBEYaroT
XapaKTepUCTUKAM, KOTOPBIE 3asiBUJI MPOU3BOAUTED. M 3TO MOTEHIIHATIBEHO MOYKET
IIPUBECTHU K HEMPABOMEPHOMY HCIOJB30BAHUIO IEPCOHANBHBIX JaHHBIX.
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2.2.2. Yrpossl BToporo tuma. IloTeHmMaIbHbIE IpoOIeMbl ¢ MPUKIIAJHBIM
OpOrpaMMHBIM  OOeCTleUeHHEM —  BHEINHUMHU NporpaMMaMH,  KOTOpPBIE
YCTaHOBIIEHBI Ha KOMITBIOTEpPaxX paGOTHHUKOB.

2.2:3. .« Yrposs TpeTbero tuna. lloTeHumanbHOW  OMACHOCTH  HU OT
CHCTEMHOTO, HH OT [IPOrPaMMHOI0 00ECIIeYeHHs HET.

2.3. YpOBHH 3aIHUIIEHHOCTH NE€PCOHATBHBIX NAaHHbIX.

2.3.1. TIlepmslit ypoBeHp 3ammmeHHocTH. FEciu paboTonareib OTHeC
MH(QOPMAIMOHHYIO CHCTEMY K HEpPBOMY TUITy YIPO3bl WJIM €CIH THIT YIPO3bI
BTOPOH, HO paboTomaTens 06pabaTeIBaeT crienuaabHbIe kareropuu I1J1 6omee 100
TBIC. (PU3MIECKHX JIAL 6e3 yueTa paGOTHUKOB.

2.3.2. . Bropoii YPOBCHb  3allMIIEHHOCTH. Ecnmm  tvm  yrpossl
BTOPO# 1 pa60Toz[aTehL~o6pa6aibIBaeT cnienuanbHble kateropuu I1J] paGorHukos
BHE 3aBHCUMOCTH OT UX.KOJIMYECTBA WK ClielAalbHble kateropuu 11/] menee uem
100 ThIC. (u3MUecKHX UL, UMM THOGBIE Apyrue kareropuu 1] G6omee uem 100
THIC. DU3UYECKUX  JIHI, MK IpU  TPETbeM TUIIE  YIpo3bl  paboTomaTenb
00palarkiBaeT crernaibHble KATeropuy AaHHbIX 6@mee dem 100 Thic. buznvyecknx
T, :

2.3.3. Tpetuit yposenp 3amuuieHnoctd. Ecim IIp¥ BTOPOM THUIIE YTPO3LI
paboromatens obpabarsiBaer obmme I1]] paboTHUKOB nnu MeHee ueM 100 ThIC.
(pUBHYECKUX JHH, WM IIPH TPEThEM THIIE yrpossl paboronmarenb oOpabaTbiBaeTt
cnennanbHbie kateropuu 1171 pabotHukos umu Menee yem 100 Thic. pusndeckux
JUL, WJIA  IOPH  TPETheM THIE yrpo3sl  paborongarens ob6pabarbiBaeT
onomerpuueckue I1J, wunu mpu TPETbEM THIIE Yrpo3bl paboTomaresb
obpabareiaer o6iuue I1/] 6omee wem 100 Thic. Gusnyueckux nui.

2.3.4. YeTBepThIil ypoBEHb 3alUIIEHHOCTH. Bcmu IPU TPETHEM TUIIE YTPO3bI
paboTonarens oGpabaTeiBaeT TONBKO OBIIHE ITJI pabotHMKOB Miu Menee yem 100
TBIC. (PU3NYECKHX JIHLL.

2.4. Tlpn YeTBeprOM YpPOBHE 3alMIEHHOCTH NIEPCOHAJIBHBIX  TaHHBIX
paboTrojarenn:

« olecreunBaeT pexuUM  Ge30MaCHOCTH NOMEIIEHNUH, B KOTOPBIX
pasMelnaeTe HHQOPMAHOHHYIO CHCTEMY:;

» ofecneunBaeT COXPaHHOCTh HOCHTENEl UH(pOpMaLny;

°  YTBCPIKJAET NepeyeHb pabOTHUKOB, NOMYIIEHHbIX 10 [1]];

° (HUCHOJE3YyeT CPEACTBA 3alUTHl MH(OPMALHUHU, KOTOPblE POLIIH
OLCHKY  COOTBETCTBHS  TpPeOOBaHMSAM 3aKOHA B OOJACTH  ObecCleYeHms
Oe3onacHoCTH HHpOPMAIHH.

2.5. Ilpu Tperhem ypoBHE 3amuineHHoctyu [1J] momomHuTeILHO K Mepam,
TIEpeYNCICHHBIM B myHKTe 2.4 HacTosmiero [lonoxenus, paboTomarens Ha3HAUACT
OTBETCTBEHHOTO 3a obecrievenue 6esonacrocty [1]] B HHbOpMaLMOHHO# crCcTeMe.

2.6. Ilpu BTOpOM ypOBHE 3aINHIIEHHOCTH I/ nomonHuTeNIBHO K Mepawm,
MePeUrCIeAHbIM B MyHKTax 2.4, 2.5 HACTOSILEro ITonoxxenus, paboromarens
OTPaHMIUBACT NOCTYI K JIEKTPOHHOMY >KypHally COOOIIEHHH, 3a HCKIIOYEHUEM
pabOTHUKOB, KOTOPBIM TaKKMe CBEACHMS HEOOXO UM TSI paboThI. |

2.7. Tlpu nepsom ypoBHe 3anmumeHHoctu [1J] nomomHuTenbHO K Mepam,
ICpEUHCICHHBIM B TyHKTax 2.4—2.6 HacTosmero [Tonoxenus, paGotopares:



e obecmeunBaeT aBTOMATHUECKYID  PErMCTPALUIO B JJIEKTPOHHOM
)KypHalle 6e30MacHOCTH W3MEHEHHs IOJIHOMOUMH pabOTHMKOB IO JOIMYCKY K
IT]1 B cucreme;

e  CO3JaeT OTHell, OTBETCTBEHHBIN 3a OezomacHocTh [1]] B cucteme, nubo
BO3JIaraeT TaKyl OO0S3aHHOCTh HA OJUH U3 CYLIECTBYIOIIMX  OTAEIIOB
paboTonarers.

2.8. B nensx sammtel [1]] Ha 6yMa)KHBIX HOCUTENSIX pabOTONATelb:

e IIPUKA30M Ha3HAYaET OTBETCTBEHHOIO 3a 0Opabotky I1/1;

e OrpaHWYMBAaeT [OMYCK B IIOMEIIEHUA, A€ XPaHATCA JOKYMEHTHI,
KoTopsle cofepskat 1] paboTHHKOB;

e  XpaHUT .zgorcy'Me_HTLI, conepxamie [1J[ paGoTHHMKOB B HIKadax,

| 3aMMparoIInuXCs Ha KITIOY; -

- .¢  XPaHWUT.TPYIOBbIE KHWKKH pabOTHUKOB B ceiipe B oTaENE KaPOB.

J 2.9. B nensax obGecnieueHrst KOH(PUASHIUATEHOCTH JOKYMEHTBI, COJIeprKalye
[1JI  paGOTHWKOB,  O(QOPMISIOTCS, BeLyTCs 51 XPpaHATCS TOJIBKO
pabOTHUKAMM OTJETa KaJpoB, IUIAHOBO-3KOHOMMEECKOrO OTHeNla, PaOOTHUKOB
[eHnTpanu3oBaHHOM OyXraaTepuy OTpaciu GPU3MIECKON KyJIbTYpPbl M CIIOPTA.

240 ~ PaGoTHMKY oTaEa KaJIpOB, IIJIAHOBO-PKOHOMHYECKOI'O
orzena, gomyiieHasie K [1J] paGOTHHKOB, MOIIMCHIBAIOT 00S3aTENbCTBA O
HepasrialleHUH TEPCOHANBHBIX JaHHBIX. B MpoTHBHOM citydae 1o oopadorku IT]1
pPabOTHUKOB HE JOITYCKaIOTCS.

2.11. Homyck k mokymeHTaM, conepxamwmm [1J[ paGoTHHKOB, BHYTpH
OpraHm3alyi OCYINECTBISETCS HAa OCHOBaHUM PeriiaMeHTa fomycka paOOTHUKOB K
00paboTKe MepPCOHATBHBIX JaHHBIX.

2.12. Tlepenaua I'1]] mo 3ampocam TpeTbUX JUL, ECIU TaKas Iepenada psMo
HE TIpeIyCMOTpeHa 3aKOHOAATeNbcTBOM P®, nomycKaeTcs HCKIIOUUTENBHO C
corjacusi paboTHHKa Ha OOpPabOTKy €0 IMepCOHAIBbHBIX HAHHBIX B YacTH HX
MIPEeIOCTaBIICHUS UK COTJIacHs Ha paclpoCTpaHEHNe NTEPCOHAIBHBIX JAHHBIX.

2.13. Tlepenaya mHDOpManmu, comepxaieii cBegeHus: o [1J] paborHukos,
mo TenehOHY B  CBSI3M C  HEBO3MOXHOCTBIO  MJEHTU(DUKALUM  JIHLA,
3aIpalIMBaOLIEro HHPOPMALIUIO, 3aIPELIAeTCs.

3. N'apanTnu KOHPUACHUHATBHOCTH NEPCOHAIBbHBIX JaHHbIX

3.1. Bce paGOTHUKH OpraHH3alLWH, OCYIIECTRISIONMe o6padorky 1],
00s13aHBl XpaHUThb TaliHy O cBeleHusix, cogepxkammx [IJ[, B coorBeTcTBUU C
[TonoxxeHueM, TpeboBaHUSIMU 3aKOHOIaTeNbCTBA PO.

3.2. PabGotHuk BmpaBe TpebOBaTh TMOJHYIO UH(DOPMALKIO O CBOUX
TIepPCOHABHBIX TAaHHBIX, 00 UX 00paboTKe, UCTIONE30BAHNU U XPAaHEHUH.

3.3, JIumia, BMHOBHBIE B HApPYLIEHWUH HOPM, PETyJIHPYIOIIUX IOJIyYEHHUE,
obpaborky u  3amuty [IJ[ paOGoTHHMKOB, HeCcyT  AUCLHUIUIMHAPHYIO,
aIMUHUCTPATUBHYIO, TPaXJaHCKO-IIPABOBYIO WM YTOJOBHYIO OTBETCTBEHHOCTH B
COOTBETCTBUU C 3aKOHOAATEIbCTBOM. |

')



